
 

Important Notice: Beware of Fraudulent Links  

Dear Valued Clients,  

We have recently noted an increase in fraud cases in circulation. Fraudsters have been 

impersonating licensed financial institutions and sending deceptive SMS, instant messages 

and emails. Their messages attempt to trick recipients into clicking malicious web links or 

scanning counterfeit QR codes. Should you enter sensitive information such as your account 

number, login password, verification code or trading security code on these fake webpages, 

your personal identity data and account funds may be stolen, which could result in financial 

losses. 

To safeguard your personal information and account assets effectively, we hereby issue this 

important reminder:  

Our Company will NEVER request you to submit or enter confidential account credentials 

via hyperlinks or QR codes embedded within SMS, emails or social-media messages. This 

includes your account number and login password. 

Recommended Security Guidelines for Clients: 

1. Do not click on unknown links or scan suspicious QR codes received from untrusted 

sources. 

2. If you receive a message purporting to be from our firm containing a link, refrain 

from clicking it. Always log in directly via our official mobile application or website. 

3. If you suspect that your password or verification details may have been 

compromised, change your login password immediately and contact our client 

service hotline for verification. 

4. If you believe you have fallen victim to a scam, please notify our firm promptly and 

report the incident to the Public Security Police Force of Macau. 

Please remain vigilant against fraudulent activities If any queries, please call our Customer 

Service Hotline at (853) 8293 1830. 

Yours sincerely, 

Guotai Haitong Securities (Macau) Company Limited  


